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AUDIT SUMMARY 
 

We have audited the basic financial statements of Norfolk State University as of and for the year 
ended June 30, 2019, and issued our report thereon, dated June 12, 2020.  Our report, included in the 
University’s Annual Report, is available at the Auditor of Public Accounts’ website at 
www.apa.virginia.gov and at Norfolk State’s website at www.nsu.edu.  Our audit found: 

 

• the financial statements are presented fairly, in all material respects; 
 

• internal control findings requiring management’s attention; however, we do not consider 
them to be material weaknesses; and 

 

• instances of noncompliance or other matters required to be reported under Government 
Auditing Standards. 

 
We did not perform audit work related to the prior audit findings entitled “Improve Reporting to 

National Student Loan Data System,” “Properly Process Title IV Refund Calculations,” and “Improve 
Notification Process for Title IV Awards to Students,” because the University was in the process of 
implementing corrective action during our audit period.  We will follow up on these findings during the 
fiscal year 2020 audit.  The University has taken adequate corrective action with respect to the remaining 
audit findings reported in the prior year that are not repeated in this report. 
 
  

http://www.apa.virginia.gov/
http://www.nsu.edu/
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INTERNAL CONTROL AND COMPLIANCE FINDINGS AND RECOMMENDATIONS 
 

Continue to Improve Information Security, Risk Management and Contingency Programs 
 
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Partial (first issued in fiscal year 2016) 
 

In prior year audits, we recommended that Norfolk State University (University) improve 
oversight over the information security program to ensure it meets or exceeds the requirements of the 
Commonwealth’s Information Security Standard, SEC 501 (Security Standard).  The University has made 
progress to improve its information security program by updating the Business Impact Analysis and 
developing risk assessments for sensitive systems.  Additionally, the University is updating and 
consolidating its policies and procedures to align with the requirements of the Security Standard.  The 
University should continue efforts to improve the overall security program by updating information 
technology (IT) continuity of operations (COOP) and IT disaster recovery plans (DRP).   
 

The Security Standard, Section 2.4.2, requires the agency head to ensure an information security 
program is maintained, that is sufficient to protect the agency’s information technology systems, and 
that is documented and effectively communicated.  Section 2.5.1 requires the Information Security 
Officer to maintain sufficient oversight over the information security program to ensure that it meets or 
exceeds the requirements of the Security Standard.  Additionally, the University is not meeting the 
requirements in the entire Contingency Planning and Risk Assessment Sections of the Security Standard.  
(Section 1.6 Family: Contingency Planning and Section 1.14 Family: Risk Assessment). 
 

By not having a comprehensive information security program the University cannot adequately 
protect its systems against known vulnerabilities that may affect data confidentiality, integrity, or 
availability.  In addition, by having out-of-date and incomplete COOP and DRP plans the University may 
not be able to bring sensitive and mission critical systems online in a timely manner if a disaster occurs. 
 

The University should continue to implement its corrective action plan and maintain an 
information security program that meets the requirements in the Security Standard.  The University 
should update its procedures and develop a risk management and contingency management process 
that consistently addresses and mitigates risks to its sensitive data.  Having a complete information 
security program that includes current policies, and current risk management and contingency 
management programs will help to ensure that the University can adequately protect sensitive systems 
and bring systems online in a timely manner to resume normal business operations. 
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Continue to Upgrade or Decommission End-of-Life Technology 
 
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  Partial (first issued in fiscal year 2015) 
 

The University continues to utilize end-of-life technologies in its IT environment.  The University 
has reduced the number of end-of-life technologies but still maintains technologies that its vendor no 
longer supports.  We have communicated this information to management in a separate document 
marked FOIAE under § 2.2-3705.2 of the Code of Virginia due to it containing specific descriptions of 
security mechanisms.  The Security Standard, Section SI-2-COV, prohibits agencies from using software 
which the vendor no longer supports.  The University should dedicate the necessary resources to 
evaluate and upgrade or decommission the remaining end-of-life technologies.   
 
Comply with Prompt Payment Provisions 
 
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  No 
 

During fiscal year 2019, the University did not process a number of payments in compliance with 
the prompt payment provisions of the Virginia Public Procurement Act (VPPA).  In our sample of thirty 
vouchers, we identified five instances (16.67%) where the University did not process the payment within 
the required thirty days.  
 

Code of Virginia § 2.2-4350 requires state agencies to pay for delivered goods and services within 
thirty calendar days after receipt of a proper invoice, or thirty days after receipt of the goods or services, 
whichever is later.  Not following prompt payment requirements established by the Code of Virginia may 
harm the University’s reputation as a buyer, damage relationships with vendors, and could result in late 
fees.  
 

In the cases noted above, late payment was primarily a result of delays by individual departments 
in updating purchase orders or approving timesheets detailing vendor labor hours.  Without an accurate 
and properly approved purchase order, or approval of vendor labor charges, accounts payable cannot 
process payment for the respective vendor charges.   
 

The University should ensure Accounts Payable processes all vendor payments in compliance 
with the prompt payment provisions of the VPPA.  To support this, the University should improve 
processes to ensure that departments timely approve and submit required documentation to Accounts 
Payable to ensure all payments can be made within the thirty-day period.   
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Improve Employee Termination Procedures 
 
Type:  Internal Control and Compliance 
Severity:  Significant Deficiency 
Repeat:  No 
 
 Upon the separation of an employee from the University, departments are not timely completing 
the termination checklists, resulting in untimely removal of user access to the University’s network and 
systems.  Our audit of the termination process identified the following: 
 

• We sampled 11 employees who separated from the University during fiscal year 2019 and 
found two employees (18%) who continued to have University network access for more than 
24 hours, after separation. 

 

• Nine employees terminated during fiscal year 2019 had access to the Commonwealth’s 
procurement system.  Eight of these employees (88%) continued to have access to the 
procurement system for more than 24 hours after separation. 

 
 The Security Standard (Section PS-4a) states that an organization must disable information 
system access within 24 hours of employment termination.  Untimely removal of user access increases 
the risk of unauthorized transactions and access that can compromise the integrity of the University’s 
internal systems, including its financial system.  
 
 The University’s current account management policy does not align with the Security Standard  
by not including a requirement to remove access within 24 hours of termination.  The University should 
update the current employee separation and account management polices to ensure compliance with 
the Security Standard.   Additionally, Human Resources and the Office of Information Technology should 
provide training to all supervisors to confirm everyone is aware of their responsibilities related to the 
employee separation and system access removal process. 
 
Complete Purchase Card Reconciliations Timely 
 
Type:  Internal Control 
Severity:  Significant Deficiency 
Repeat:  No 
 
 Small Purchase Charge Card (SPCC) cardholders at the University’s are not timely performing 
charge card reconciliations.  Based on a sample of cardholder reconciliations for fiscal year 2019, three 
out of fourteen reconciliations (21%) were not prepared and approved timely.  
 
 The University’s SPCC policy states that cardholders are to submit their completed reconciliation, 
which includes certifying signatures from the cardholder and their supervisor, to the Accounts Payable 
Department no later than the 1st of the month following the card statement.  Additionally, the 
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Commonwealth’s SPCC policy states that individual SPCC monthly reconciliations are to be prepared 
before receipt of the following month’s card statement.  
 

Untimely completion of the SPCC reconciliations increases the University’s risk of not detecting 
unauthorized or accidental charges in a timely manner.  The SPCC Administrator should make efforts to 
ensure that cardholders are completing reconciliations timely, and that supervisors approve 
reconciliations timely.  The SPCC Administrator should monitor and enforce compliance with the 
University’s SPCC policies and procedures. 
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INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL OVER 
 

FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS 
 

We have audited, in accordance with the auditing standards generally accepted in the United 
States of America and the standards applicable to financial audits contained in Government Auditing 
Standards, issued by the Comptroller General of the United States, the financial statements of the 
business-type activities and aggregate discretely presented component units of the Norfolk State 
University as of and for the year ended June 30, 2019, and the related notes to the financial statements, 
which collectively comprise the University’s basic financial statements and have issued our report 
thereon dated June 12, 2020.  Our report includes a reference to other auditors.  We did not consider 
internal controls over financial reporting or test compliance with certain provisions of laws, regulations, 
contracts, and grant agreements for the financial statements of the component units of the University’s 
which were audited by other auditors in accordance with auditing standards generally accepted in the 
United States of America, but not in accordance with Government Auditing Standards. 
 
Internal Control Over Financial Reporting  
 

In planning and performing our audit of the financial statements, we considered the University’s 
internal control over financial reporting to determine the audit procedures that are appropriate in the 
circumstances for the purpose of expressing our opinions on the financial statements, but not for the 
purpose of expressing an opinion on the effectiveness of the University’s internal control over financial 
reporting.  Accordingly, we do not express an opinion on the effectiveness of the University’s internal 
control over financial reporting.
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A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to prevent, or 
detect and correct misstatements on a timely basis.  A material weakness is a deficiency, or a 
combination of deficiencies, in internal control such that there is a reasonable possibility that a material 
misstatement of the entity’s financial statements will not be prevented, or detected and corrected on a 
timely basis.  A significant deficiency is a deficiency, or a combination of deficiencies, in internal control 
that is less severe than a material weakness, yet important enough to merit attention by those charged 
with governance. 

 
Our consideration of internal control over financial reporting was for the limited purpose 

described in the first paragraph of this section and was not designed to identify all deficiencies in internal 
control over financial reporting that might be material weaknesses or significant deficiencies and 
therefore, material weaknesses or significant deficiencies may exist that were not identified.  Given 
these limitations, during our audit we did not identify any deficiencies in internal control over financial 
reporting that we consider to be material weaknesses.  We did identify certain deficiencies in internal 
control over financial reporting entitled, “Continue to Improve Information Security, Risk Management, 
and Contingency Programs,” “Continue to Upgrade or Decommission End-of-Life Technology,” “Comply 
with Prompt Payment Requirements,” “Improve Employee Termination Procedures,” and “Complete 
Purchase Card Reconciliations Timely,” which are described in the section titled “Internal Control and 
Compliance Findings and Recommendations,” that we consider to be significant deficiencies.  
 
Compliance and Other Matters 
 

As part of obtaining reasonable assurance about whether the University’s financial statements 
are free of material misstatement, we performed tests of its compliance with certain provisions of laws, 
regulations, contracts and grant agreements, noncompliance with which could have a direct and material 
effect on the determination of financial statement amounts.  However, providing an opinion on 
compliance with those provisions was not an objective of our audit and, accordingly, we do not express 
such an opinion.  The results of our tests disclosed instances of noncompliance or other matters that are 
required to be reported under Government Auditing Standards and which are described in the section 
titled “Internal Control and Compliance Findings and Recommendations” in the findings entitled 
“Continue to Improve Information Security, Risk Management, and Contingency Programs,” “Continue 
to Upgrade or Decommission End-of-Life Technology,” “Comply with Prompt Payment Requirements,” 
and “Improve Employee Termination Procedures.”  

 
The University’s Response to Findings 
 

We discussed this report with management at an exit conference held on July 2, 2020.  The 
University’s response to the findings identified in our audit is described in the accompanying section 
titled “University Response.”  The University’s response was not subjected to the auditing procedures 
applied in the audit of the financial statements and, accordingly, we express no opinion on it. 
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Status of Prior Findings  
 

We did not perform audit work related to the prior audit findings entitled “Improve Reporting to 
National Student Loan Data System,” “Properly Process Title IV Refund Calculations,” and “Improve 
Notification Process for Title IV Awards to Students,” because the University did not implement 
corrective action during our audit period.  We will follow up on these findings during the fiscal year 2020 
audit.  The University has not completed adequate corrective action with respect to the previously 
reported findings “Improve Information Security, Risk Management, and Contingency Programs” and 
“Continue to Upgrade or Decommission End-of-Life Technology.”  Accordingly, we included these 
findings in the section entitled “Internal Control and Compliance Findings and Recommendations.”  The 
University has taken adequate corrective action with respect to audit findings reported in the prior year 
that are not repeated in this report. 
 
Purpose of this Report 
 

The purpose of this report is solely to describe the scope of our testing of internal control and 
compliance and the results of that testing, and not to provide an opinion on the effectiveness of the 
entity’s internal control or on compliance.  This report is an integral part of an audit performed in 
accordance with Government Audit Standards in considering the entity’s internal control and 
compliance.  Accordingly, this communication is not suitable for any other purpose. 
  
 Martha S. Mavredes 
 AUDITOR OF PUBLIC ACCOUNTS 
 
JMR/clj 
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